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Status of this Memo  15 
 16 
   This document is an Internet-Draft and is in full conformance with 17 
   all provisions of Section 10 of RFC2026.  Internet-Drafts are working 18 
   documents of the Internet Engineering Task Force (IETF), its areas, 19 
   and its working groups.  Note that other groups may also distribute 20 
   working documents as Internet-Drafts.   21 
    22 
   Internet-Drafts are draft documents valid for a maximum of six months 23 
   and may be updated, replaced, or obsoleted by other documents at any  24 
   time.  It is inappropriate to use Internet-Drafts as reference 25 
   material or to cite them other than as "work in progress."  26 
    27 
   To view the list of Internet-Draft Shadow Directories, see 28 
   http://www.ietf.org/shadow.html.   29 
 30 
 31 
Abstract  32 
 33 
   This document is a product of the Internet Printing Protocol Working  34 
   Group of the Internet Engineering Task Force (IETF).  Comments should 35 
   be submitted to the ipp@pwg.org mailing list.   36 
    37 
   The open issues in this document each begin 'ISSUE_n:'.   38 
    39 
   This document specifies the "ipp" URL (Uniform Resource Locator) 40 
   scheme for specifying the location of an IPP Printer which implements 41 
   IPP/1.0 [RFC-2565] [RFC-2566], IPP/1.1 [RFC-2910] [RFC-2911], or any 42 
   later version of IPP.  This document is intended for use in 43 
   registering the "ipp" URL scheme with IANA and fully conforms to the 44 
   requirements in [RFC-2717].   45 
    46 
   The IPP URL scheme defined in this document is based on the ABNF for 47 
   the basic hierarchical URL syntax in [RFC-2396]; however relative URL 48 
   forms, parameters, and/or query parts are NOT allowed in an IPP URL. 49 
   The IPP URL scheme is case-insensitive in the host name or host 50 
   address part; however the path part is case-sensitive, as in 51 
   [RFC-2396].  Codepoints outside [US-ASCII] MUST be hex escaped by the 52 
   mechanism defined in [RFC-2396].   53 
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 114 
 115 
 116 
1.  Introduction 117 
 118 
   See section 1 'Introduction' in [RFC-2911] for a full description of 119 
   the IPP document set and overview information about IPP.   120 
    121 
   This document is a product of the Internet Printing Protocol Working  122 
   Group of the Internet Engineering Task Force (IETF).  Comments should 123 
   be submitted to the ipp@pwg.org mailing list.   124 
    125 
   The open issues in this document each begin 'ISSUE_n:'.   126 
    127 
   This document specifies the "ipp" URL (Uniform Resource Locator) 128 
   scheme for specifying the location of an IPP Printer which implements 129 
   IPP/1.0 [RFC-2565] [RFC-2566], IPP/1.1 [RFC-2910] [RFC-2911], or any 130 
   later version of IPP.  This document is intended for use in 131 
   registering the "ipp" URL scheme with IANA and fully conforms to the 132 
   requirements in [RFC-2717].   133 
    134 
   This document defines:   135 
   - IPP URL scheme applicability and intended usage;  136 
   - IPP URL scheme associated MIME type (i.e., "application/ipp");  137 
   - IPP URL scheme syntax in ABNF [RFC-2234];  138 
   - IPP URL scheme character encoding;  139 
   - IPP URL scheme IANA, internationalization, and security 140 
     considerations.   141 
    142 
   This document is laid out as follows:   143 
   - Section 2 is the terminology used throughout the document.   144 
      145 
   - Section 3 provides references to the IPP Printer and IPP Job object 146 
     model.   147 
      148 
   - Section 4 specifies IPP URL scheme.   149 
      150 
   - Section 5 specifies the conformance requirements for IPP Clients 151 
     and IPP Printers that claim conformance to this document.   152 
      153 
   - Section 6, 7, and 8 specify IANA, internationalization, and 154 
     security considerations.   155 
      156 
   - Sections 9, 10, 11, 12, and 13 list references, acknowledgements, 157 
     authors' addresses, change history, and full IETF copyright 158 
     statement.   159 
 160 
 161 
 162 
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 170 
 171 
 172 
2.  Terminology 173 
 174 
   This specification document uses the terminology defined in this 175 
   section.   176 
    177 
    178 
   2.1.  Conformance Terminology 179 
    180 
   The uppercase terms "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL 181 
   NOT" "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in 182 
   this document are to be interpreted as described in [RFC-2119]. 183 
   These terms are used to specify conformance requirements for all 184 
   implementations of this specification.   185 
    186 
    187 
   2.2.  Model Terminology 188 
    189 
   See section 12.2 'Model Terminology' in [RFC-2911].   190 
 191 
 192 
 193 
3.  IPP Model for Printers and Jobs 194 
 195 
   See section 2 'IPP Objects', section 2.1 'Printer Object', and 196 
   section 2.2 'Job Object' in [RFC-2911] for a full description of the 197 
   IPP object model and terminology.   198 
 199 
 200 
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 227 
 228 
4.  IPP URL Scheme 229 
 230 
    231 
    232 
    233 
   4.1.  IPP URL Scheme Applicability and Intended Usage 234 
    235 
   In this document, "IPP Client" means the software (on some hardware 236 
   platform) that submits, monitors, and/or manages print jobs via 237 
   IPP/1.0 [RFC-2565] [RFC-2566], IPP/1.1 [RFC-2910] [RFC-2911], or any 238 
   later version of IPP to a spooler, gateway, or actual printing 239 
   device.   240 
    241 
   In this document, "IPP Printer" means the software (on some hardware  242 
   platform) that receives print jobs and/or job operations via IPP/1.0  243 
   [RFC-2565] [RFC-2566], IPP/1.1 [RFC-2910] [RFC-2911], or any later 244 
   version of IPP from an "IPP Client".   245 
    246 
   The "IPP Printer" is identified via an IPP URL.  This IPP URL MUST 247 
   NOT contain any parameters or query part.   248 
    249 
   The IPP URL scheme defined in this document is based on the ABNF for 250 
   the basic hierarchical URL syntax in [RFC-2396]; however relative URL 251 
   forms, parameters, and/or query parts are NOT allowed in an IPP URL. 252 
   The IPP URL scheme is case-insensitive in the host name or host 253 
   address part; however the path part is case-sensitive, as in 254 
   [RFC-2396].  Codepoints outside [US-ASCII] MUST be hex escaped by the 255 
   mechanism defined in [RFC-2396].   256 
    257 
    258 
    259 
   4.2.  IPP URL Scheme Associated IPP Port 260 
    261 
   All IPP URLs which do NOT explicitly specify a port MUST be used over 262 
   IANA-assigned port 631 for the IPP protocol described in [RFC-2910]. 263 
    264 
   See:  Appendix A in this document which updates the existing IPP port 265 
   registration with IANA.   266 
    267 
    268 
    269 
   4.3.  IPP URL Scheme Associated MIME Type 270 
    271 
   All IPP protocol operations (requests and responses) MUST be conveyed 272 
   in an 'application/ipp' MIME media type as registered in 273 
   [IANA-MIMEREG].  IPP URLs MUST refer to IPP Printers which support 274 
   this 'application/ipp' MIME media type.   275 
    276 
   See:  Appendix B in this document.   277 
 278 
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 282 
    283 
    284 
   4.4.  IPP URL Scheme Syntax in ABNF 285 
    286 
   The "ipp" URL scheme syntax is formally specified below in ABNF 287 
   [RFC-2234].  This URL syntax is derived from [RFC-2396], [RFC-2732],  288 
   and [RFC-2373].   289 
                 ; note - parameters are NOT allowed on IPP URLs 290 
                 ; note - query part is NOT allowed on IPP URLs 291 
   ippURI        = "ipp://" hostport [ path ] 292 
    293 
   hostport      = host [ ":" port ] 294 
   host          = hostname | IPv4address | IPv6reference 295 
   hostname      = *( domainlabel "." ) toplabel [ "." ] 296 
   domainlabel   = alphanum | alphanum *( alphanum | "-" ) alphanum 297 
   toplabel      = alpha | alpha *( alphanum | "-" ) alphanum 298 
   port          = *digit 299 
    300 
                 ; note - IPv6 support is added here 301 
                 ; see RFC 2732 and RFC 2373 which update RFC 2396 302 
   IPv6reference = "[" IPv6address "]" 303 
   IPv6address   = hexpart [ ":" IPv4address ] 304 
   IPv4address   = 1*3digit "." 1*3digit "." 1*3digit "." 1*3digit 305 
    306 
   hexpart       = hexseq | hexseq "::" [ hexseq ] | "::" [ hexseq ] 307 
   hexseq        = hex4 *( ":" hex4) 308 
   hex4          = 1*4hex 309 
    310 
   path          = "/" segments 311 
   segments      = segment *( "/" segment ) 312 
    313 
                 ; note - parameters are NOT allowed on IPP URLs 314 
                 ; see RFC 2396 which does allow parameters 315 
   segment       = *segchar 316 
   segchar       = unreserved | escaped | 317 
                   ":" | "@" | "&" | "=" | "+" | "$" | "," 318 
    319 
                 ; note - "[" and "]" are ADDED to 'reserved' for IPv6 320 
                 ; see RFC 2732 and RFC 2373 which update RFC 2396 321 
   reserved      = ";" | "/" | "?" | ":" | "@" | "&" | "=" | "+" | 322 
                   "$" | "," | "[" | "]" 323 
    324 
   unreserved    = alphanum | mark 325 
   mark          = "-" | "_" | "." | "!" | "~" | "*" | "'" | 326 
                   "(" | ")" 327 
    328 
   escaped       = "%" hex hex 329 
   hex           = digit | "A" | "B" | "C" | "D" | "E" | "F" | 330 
                           "a" | "b" | "c" | "d" | "e" | "f" 331 
    332 
   alphanum      = alpha | digit 333 
 334 
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 338 
   alpha         = lowalpha | upalpha 339 
    340 
   lowalpha      = "a" | "b" | "c" | "d" | "e" | "f" | "g" | "h" | "i" | 341 
                   "j" | "k" | "l" | "m" | "n" | "o" | "p" | "q" | "r" | 342 
                   "s" | "t" | "u" | "v" | "w" | "x" | "y" | "z" 343 
   upalpha       = "A" | "B" | "C" | "D" | "E" | "F" | "G" | "H" | "I" | 344 
                   "J" | "K" | "L" | "M" | "N" | "O" | "P" | "Q" | "R" | 345 
                   "S" | "T" | "U" | "V" | "W" | "X" | "Y" | "Z" 346 
   digit         = "0" | "1" | "2" | "3" | "4" | "5" | "6" | "7" | 347 
                   "8" | "9" 348 
    349 
    350 
    351 
   4.5.  IPP URL Scheme Character Encoding 352 
    353 
   The IPP URL scheme defined in this document is based on the ABNF for 354 
   the basic hierarchical URL syntax in [RFC-2396]; however relative URL 355 
   forms, parameters, and/or query parts are NOT allowed in an IPP URL. 356 
   The IPP URL scheme is case-insensitive in the host name or host 357 
   address part; however the path part is case-sensitive, as in 358 
   [RFC-2396].  Codepoints outside [US-ASCII] MUST be hex escaped by the 359 
   mechanism defined in [RFC-2396].   360 
 361 
 362 
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 394 
 395 
 396 
5.  Conformance Requirements 397 
 398 
    399 
    400 
   5.1.  Conformance Requirements for IPP Clients 401 
    402 
   IPP Clients that conform to this specification:   403 
    404 
   a) MUST send valid IPP Jobs on port 631 (IANA-assigned default port 405 
      for IPP) when contacting IPP Printers via IPP URLs that do NOT 406 
      specify an explicit port;  407 
       408 
   b) MUST NOT send otherwise valid IPP Jobs on any port other than 631  409 
      (IANA-assigned default port for IPP) when contacting IPP Printers 410 
      via IPP URLs that do NOT specify an explicit port;  411 
       412 
   c) MUST conform to the ABNF for IPP URLs specified in section 4.4 of 413 
      this document.   414 
    415 
    416 
    417 
   5.2.  Conformance Requirements for IPP Printers 418 
    419 
   IPP Printers that conform to this specification:   420 
    421 
   a) MUST accept valid IPP Jobs on port 631 (IANA-assigned default port 422 
      for IPP) from IPP Clients that follow required client 423 
      authentication and security mechanisms;  424 
       425 
   b) MUST reject otherwise valid IPP Jobs on any port other than 631 426 
      (IANA-assigned default port for IPP) from IPP Clients that follow  427 
      required client authentication and security mechanisms, unless 428 
      explicitly configured by system administrators or site policies 429 
      (e.g., 'trap doors' on port 80 are prohibited);  430 
       431 
   c) MUST reject received IPP URLs (e.g.  in the "printer-uri" 432 
      operation attribute in 'Print-Job') that do not conform to the 433 
      ABNF for IPP URLs specified in section 4.4 of this document.   434 
 435 
 436 
 437 
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 439 
 440 
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 450 
 451 
 452 
6.  IANA Considerations 453 
 454 
   This IPP URL Scheme specification does not introduce any additional 455 
   IANA considerations, beyond those described in [RFC-2910] and 456 
   [RFC-2911].   457 
    458 
   See:  Section 6 'IANA Considerations' in [RFC-2910]  459 
   See:  Section 6 'IANA Considerations' in [RFC-2911].   460 
 461 
 462 
 463 
7.  Internationalization Considerations 464 
 465 
   This IPP URL Scheme specification does not introduce any additional 466 
   internationalization considerations, beyond those described in 467 
   [RFC-2910] and [RFC-2911].   468 
    469 
   See:  Section 7 'Internationalization Considerations' in [RFC-2910]. 470 
   See:  Section 7 'Internationalization Considerations' in [RFC-2911]. 471 
 472 
 473 
 474 
8.  Security Considerations 475 
 476 
   This IPP URL Scheme specification does not introduce any additional 477 
   security considerations, beyond those described in [RFC-2910] and 478 
   [RFC-2911].   479 
    480 
   See:  Section 8 'Security Considerations' in [RFC-2910].   481 
   See:  Section 8 'Security Considerations' in [RFC-2911].   482 
 483 
 484 
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12.  Appendix A - Registration of IPP Port 677 
 678 
   [Placeholder for updated IANA registration of IPP Port (631) - need 679 
   input from Carl-Uno Manros].   680 
 681 
 682 
 683 
13.  Appendix B - Registration of MIME "application/ipp" 684 
 685 
   This appendix contains the information that IANA requires for 686 
   registering a MIME media type.  The information following this 687 
   paragraph will be forwarded to IANA to update the registration of 688 
   "application/ipp", whose contents are defined in Section 3 'Encoding 689 
   of the Operation Layer' in [RFC-2910].   690 
    691 
   MIME type name:  application  692 
    693 
   MIME subtype name:  ipp  694 
    695 
   A Content-Type of "application/ipp" indicates an Internet Printing 696 
   Protocol message body (request or response).  Currently there are two 697 
   versions:  a) IPP/1.0 [Experimental], whose syntax is described in 698 
   Section 3 'Encoding of the Operation Layer' in [RFC-2565], and whose  699 
   semantics are described in [RFC-2566]; and b) IPP/1.1 [Standards 700 
   Track], whose syntax is described in Section 3 'Encoding of the 701 
   Operation Layer' of [RFC-2910], and whose semantics are described in 702 
   [RFC-2911].   703 
    704 
   Required parameters:  none  705 
    706 
   Optional parameters:  none  707 
    708 
   Encoding considerations:   709 
    710 
   IPP/1.1 protocol requests/responses MAY contain long lines and ALWAYS 711 
   contain binary data (for example attribute value lengths).   712 
    713 
   Security considerations:   714 
    715 
   IPP/1.1 protocol requests/responses do not introduce any security 716 
   risks not already inherent in the underlying transport protocols. 717 
   Protocol mixed-version interworking rules in [RFC-2911] as well as 718 
   protocol encoding rules in [RFC-2910] are complete and unambiguous.   719 
    720 
   Interoperability considerations:   721 
    722 
   IPP/1.1 requests (generated by clients) and responses (generated by 723 
   servers) MUST comply with all conformance requirements imposed by the 724 
   normative specifications [RFC-2911] and [RFC-2910].  Protocol 725 
 726 
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 730 
   encoding rules specified in [RFC-2910] are comprehensive, so that 731 
   interoperability between conforming implementations is guaranteed 732 
   (although support for specific optional features is not ensured). 733 
   Both the "charset" and "natural-language" of all IPP/1.1 attribute 734 
   values which are a LOCALIZED-STRING are explicit within IPP protocol  735 
   requests/responses (without recourse to any external information in 736 
   HTTP, SMTP, or other message transport headers).   737 
    738 
   Published specifications:   739 
    740 
   [RFC-2565] R. Herriot, S. Butler, P. Moore, R. Turner. 741 
              "Internet Printing Protocol/1.0: Encoding and Transport", 742 
              RFC 2565, April 1999 (EXPERIMENTAL, obsolete). 743 
    744 
   [RFC-2566] R. deBry, T. Hastings, R. Herriot, S. Isaacson, P. Powell. 745 
              "Internet Printing Protocol/1.0: Model and Semantics", 746 
              RFC 2566, April 1999 (EXPERIMENTAL, obsolete). 747 
    748 
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              RFC 2910, September 2000 (STANDARDS TRACK). 751 
    752 
   [RFC-2911] T. Hastings, R. Herriot, R. deBry, S. Isaacson, P. Powell. 753 
              "Internet Printing Protocol/1.1: Model and Semantics", 754 
              RFC 2911, September 2000 (STANDARDS TRACK). 755 
    756 
   Applications which use this media type:   757 
    758 
   Internet Printing Protocol (IPP) print clients and print servers, 759 
   communicating using HTTP/1.1 (see [RFC-2910]), SMTP/ESMTP, FTP, or 760 
   other transport protocol.  Messages of type "application/ipp" are 761 
   self-contained and transport-independent, including "charset" and 762 
   "natural-language" context for any LOCALIZED-STRING value.   763 
    764 
   Person & email address to contact for further information:   765 
    766 
   Tom Hastings 767 
   Xerox Corporation 768 
   737 Hawaii St. ESAE-231 769 
   El Segundo, CA 770 
    771 
   Phone: 310-333-6413 772 
   Fax:   310-333-5514 773 
   Email: hastings@cp10.es.xerox.com 774 
    775 
   or 776 
    777 
   Robert Herriot 778 
   Xerox Corporation 779 
   3400 Hillview Ave., Bldg #1 780 
   Palo Alto, CA 94304 781 
 782 
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 784 
Internet Draft              IPP URL Scheme               11 January 2001 785 
 786 
    787 
   Phone: 650-813-7696 788 
   Fax:   650-813-6860 789 
   Email: robert.herriot@pahv.xerox.com 790 
    791 
   Intended usage:   792 
    793 
   COMMON  794 
 795 
 796 
 797 
14.  Appendix C - Change History 798 
 799 
   [To be deleted before RFC publication]  800 
    801 
   11 January 2001 - draft-ietf-ipp-url-scheme-00.txt  802 
   - initial version - simple 'ipp:' URL scheme without parameters or 803 
     query part (consistent with existing IPP/1.0 and IPP/1.1 804 
     implementations).   805 
    806 
 807 
 808 
 809 
15.  Full Copyright Statement 810 
 811 
   Copyright (C) The Internet Society (2001).  All Rights Reserved.   812 
    813 
   This document and translations of it may be copied and furnished to 814 
   others, and derivative works that comment on or otherwise explain it  815 
   or assist in its implementation may be prepared, copied, published 816 
   and distributed, in whole or in part, without restriction of any 817 
   kind, provided that the above copyright notice and this paragraph are 818 
   included on all such copies and derivative works.  However, this 819 
   document itself may not be modified in any way, such as by removing 820 
   the copyright notice or references to the Internet Society or other 821 
   Internet organizations, except as needed for the purpose of 822 
   developing Internet standards in which case the procedures for 823 
   copyrights defined in the Internet Standards process must be 824 
   followed, or as required to translate it into languages other than 825 
   English.   826 
    827 
   The limited permissions granted above are perpetual and will not be 828 
   revoked by the Internet Society or its successors or assigns.   829 
    830 
   This document and the information contained herein is provided on an  831 
   "AS IS" basis and THE INTERNET SOCIETY AND THE INTERNET ENGINEERING 832 
   TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING 833 
   BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION 834 
   HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF 835 
   MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.   836 
 837 
 838 
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