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Satus of thisMemo

This document is an Internet-Draft and is in full conformance with al provisons of Section 10 of [RFC2026].
Internet-Drafts are working documents of the Internet Engineering Task Force (IETF), its areas, and its
working groups. Note that other groups may aso distribute working documents as Internet- Drafts.

Internet-Drafts are draft documents valid for a maximum of sx months and may be updated, replaced, or
obsoleted by other documents at any time. It isingppropriate to use Internet- Drafts as reference materia or
to cite them other than as “work in progress’.

Theligt of current Internet- Drafts can be accessed at http://mww.ietf.org/ietf/1id- abstracts.txt
The lig of Internet-Draft Shadow Directories can be accessed as http://www.ietf.org/shadow.html.
Abstract

This document describes an extension to the IPP/1.0, IPP/1.1, and future versons. This extenson dlowsa
client to subscribe to printing related Events. Subscriptions are modeled as Subscription Objects The
Subscription Object specifies that when one of the specified Event occurs, the Printer sends an asynchronous
Event Notification to the specified Notification Recipient viathe specified Delivery Method (i.e.,
protocol). A client associates Subscription Objects with a particular Job by performing the Create- Job-
Subscriptions operation or by submitting a Job with subscription information. A client associates Subscription
Objects with the Printer by performing a Create- Printer- Subscriptions operation. Four other operations are
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37 defined for Subscription Objects. Get- Subscriptions- Attributes, Get- Subscriptions, Renew- Subscription, and
38 Cancel- Subscription.
39
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The basic st of |PP documents includes:

Design Gods for an Internet Printing Protocol [RFC2567]

Rationde for the Structure and Modd and Protocoal for the Internet Printing Protocol [RFC2568]
Internet Printing Protocol/1.1: Model and Semantics [RFC2911]

Internet Printing Protocol/1.1: Encoding and Trangport [RFC2910]

Internet Printing Protocol/1.1: Implementer’s Guide [IPP-11G]

Mapping between LPD and I PP Protocols [RFC2569]

The “Dedgn Godsfor an Internet Printing Protocol” document takes a broad ook at distributed printing
functiondity, and it enumerates red-life scenarios that help to clarify the features that need to beincluded in a
printing protocol for the Internet. It identifies requirements for three types of users. end users, Operators, and
Adminigrators. It cals out asubset of end user requirements that are satisfied in IPP/1.0. Operator and
Adminigtrator requirements are out of scope for verson 1.0. A few OPTIONAL Operator operations have
been added to IPP/1.1.

The “Rationde for the Structure and Mode and Protocol for the Internet Printing Protocol” document
describes |PP from a high leve view, defines aroadmap for the various documents that form the suite of PP
specifications, and gives background and rationae for the IETF working group’s mgjor decisions.

The “Internet Printing Protocol/1.1: Mode and Semantics’, describes a smplified modd with abstract objects,
their atributes, and their operations that are independent of encoding and transport. It introduces a Printer
object and a Job object. The Job object optionaly supports multiple documents per Job. It also addresses
Security, internationalization, and directory issues.

The “Internet Printing Protocol/1.1: Encoding and Transport” document is aforma mapping of the abstract
operations and attributes defined in the modd document onto HTTP/1.1. It defines the encoding rulesfor a
new Internet MIME mediatype caled “ gpplication/ipp”. This document aso defines the rules for transporting
over HTTP a message body whose Content-Typeis*“ gpplication/ipp”. This document defines anew scheme
named ‘ipp’ for identifying IPP printersand jobs. Findly, this document defines interoperability rules for
supporting IPP/1.0 clients.

The “Internet Printing Protocol/1.1; Implementer’s Guide” document givesindgght and advice to implementers
of IPP clientsand IPP objects. It isintended to help them understand 1PP/1.0 and some of the considerations
that may assst them in the design of ther client and/or |PP object implementations. For example, atypicd
order of processing requestsis given, including error checking. Motivation for some of the specification
decisonsis aso included.

The “Mapping between LPD and IPP Protocols’ document gives some advice to implementers of gateway's
between IPP and LPD (Line Printer Daemon) implementations.
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1

I ntroduction

This IPP notification specification is an extension to |PP/1.0 [RFC2568, RFC2569] and IPP/1.1 [RFC2911,
RFC2910]. Thisdocument in combination with the following documents is intended to meet the natification
requirements described in [ipp-not-req]:

Internet Printing Protocol (IPP): “Job Progress Attributes’ [ipp-prog]
One or more Delivery Method Documents registered with IANA (see section 13).

Note: this document does not define any Delivery Methods, but it does define the rules for conformance for
Dédivery Method Documents.

Refer to the Table of Contents for the layout of this document.

1.1 Notification Overview

This document defines operations that a client can perform in order to create Subscription Objectsina
Printer and carry out other operations on them. A Subscription Object represents a Subscription abstraction.
The Subscription Object specifies that when one of the specified Events occurs, the Printer sends an
asynchronous Event Notification to the specified Notification Recipient viathe specified Delivery Method
(i.e., protocal).

When adient (cdled a Subscribing Client) performs an operation that creates a Subscription Object, the
operation contains one or more Subscription Template Attributes Groups. Each such group holds
information used by the Printer to initidize a newly creasted Subscription Object. The Printer cregtes one
Subscription Object for each Subscription Template Attributes Group in the operation. This group is like the
Job Template Attributes group defined in [RFC2911]. The following is an example of the information included
in a Subscription Template Attributes Group (see section 5 for details on the Subscription Object attributes):

The names of Subscribed Events thet are of interest to the Notification Recipient.
The address (URL) of one Notification Recipient.
The Ddivery Method (i.e., the protocol) which the Printer uses to send the Event Notification.

Some opague data that the Printer sends to the Notification Recipient in the Event Notification. The
Notification Recipient might use this opague data as a forwarding address for the Event Notification.

5. Thecharset to usein text fidds within an Event Notification
6. Thenaturd language to use in the text fields of the Event Natification

7. Therequested lease time in seconds for the Subscription Object

An operation that creates a Subscription Object is caled a Subscription Creation Operation. These
operationsinclude the following operations (see section 11.1 for further details):

A 0 DN
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Job Creation operation: When aclient performs such an operation (Print-Job, Print-URI, and
Create-Job), a client can include zero or more Subscription Template Attributes Groupsin the
request. The Printer creates one Subscription Object for each Subscription Template Attributes
Group in the request, and the Printer associates each such Subscription Object with the newly
created Job. This document extends these operations’ definitions in [RFC2911] by adding
Subscription Template Attributes Groups in the request and Subscription Attributes Groupsin the
response.

Create-Job-Subscriptions operation: A client can include one or more Subscription Template
Attributes Groups in the request. The Printer creates one Subscription Object for each Subscription
Template Attributes Group and associates each with the job that is the target of this operation.

Create-Printer-Subscriptions operation: A client can include one or more Subscription Template
Attributes Groupsin the request. The Printer creates one Subscription Object for each Subscription
Template Attributes Group and associates each with the Printer that is the target of this operation.

For each of the above operations:

the Printer associates a Subscription Object with the Printer or a specific Job. When a Subscription
Object is associated with a Job Object, it is caled a Per-Job Subscription Object. When a
Subscription Object is associated with a Printer Object, it is called a Per-Printer Subscription
Object.

the response contains one Subscription Attributes Group for each Subscription Template Attributes
Group in the request and in the same order. When the Printer successfully creates a Subscription
Object, its corresponding Subscription Attributes Group contains the * notify-subscription-id’
attribute. This attribute uniquely identifies the Subscription Object and is andogousto a*“job-id’ for
a Job object. Some operations described below use the “notify-subscription-id’ to identify the target
Subscription Object.

This document defines the following additiond operations (see section 11.2 for further detalls):

Herriot, e d.

Validate-Job operation: When aclient performs this operation, aclient can include zero or more
Subscription Template Attributes Groupsin the request. The Printer determinesiif it could create one
Subscription Object for each Subscription Template Attributes Group in the request. This document
extends this operation’s definition in [RFC2911] by adding Subscription Template Attributes Groups
in the request and Subscription Attributes Groups in the response.

Get-Subscription-Attributes operation: This operation alows a client to obtain the specified
atributes of atarget Subscription Object.

Get-Subscriptions operation: This operation dlows aclient to obtain the specified attributes of dl
Subscription Objects associated with the Printer or a specified Job.

Expires July 24, 2001 [page 9]
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283 - Renew-Subscription operation: This operation renews the lease on the target Per-Printer

284 Subscription Object before it expires. A newly created Per-Printer Subscription Object receives an
285 initid lease. It isthe duty of the client to use this operation frequently enough to preserve a Per-
286 Printer Subscription Object. The Printer deletes a Per-Printer Subscription Object when its lease
287 expires. A Per-Job Subscription Object last exactly aslong as its associated Job Object and thus
288 doesn't have alease.

289 - Cancel-Subscription operation: This operation cancels the lease on the specified Per-Printer
290 Subscription Object and thereby deletes the Subscription Object.

291 When an Event occurs, the Printer finds al Subscription Objects listening for the Event (see section 9 for
292 details on finding such Subscription Objects). For each such Subscription Object, the Printer:

293 a) generaesan Event Natification with information specified in section 9, AND

294 b) ether:

295 i) delivers the Event Natification usng the Delivery Method and target address identified in the
296 Subscription Object’s “ notify-recipient-uri” attribute if the Ddivery Method isa“push”, OR
297 i) saves Event Natification for atime period defined by the Delivery Method if the Delivery
298 Method isa*“pull”, i.e,, the Notification Recipient is expected to fetch the Event Notifications.

299 2 Modédsfor Notification

300 2.1 Mode for Notification (Simple Case)

301 As part of a Subscription Creation Operation, an |PP Printer (i.e., located in an output device or a server)
302 creates one or more Subscription Objects. In a Subscription Creation Operation, the client specifies the
303 Notification Recipient to which the Printer isto deliver Event Notifications. A Notification Recipient can be
304 the Subscribing Client or athird party.

305 Fgure 1 shows the Notification modd for asmple Client- Printer relaionship.

306

307 enbedded printer:

308 out put device or server
309 PDA, desktop, or server R +

310 oo s + | ####aH#HE |

311 | client |----- Subscription --------- ># Printer # |

312 A + Creation QOperation | # Object # |

313 S YRR + | ####H| #HgH# |

314 | Notification] oo [------- +

315 | Reci pi ent | <----1PP Event Notifications----+

316 R + (Job and/or Printer Events)

317 Figurel—Mode for Notification
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318 2.2 Mode for Notification with Cascading Printers

319 With this modd, thereis an intervening Print server between the human user and the Printer in the output
320 device. If the Printer in the output device generates an Event, the system can be configured to send Event
321 Notification either

322 - directly to the Notification Recipient specified by the Subscribing Client or

323 - viathe Print Server to the Notification Recipient specified by the Subscribing Client.

324 See Appendix A for more details.

325 2.3 Distributed Mode for Notification

326 The preceding sections (2.1 and 2.2) assume that the Notification software resdesin the same device or

327 Server box astherest of the Printer software. In many implementations, the assumption is correct. However,
328 the Notification moded aso permits a distributed implementation.

329 For example, the software that supports both Subscription Cregation Operations and sending of Event

330 Notifications could be on hardware that is separate from the output device. To make this work, there must be
331 asymbiotic relaionship between the output device software and the remote Notification software. Without the
332 remote Notification software, the output device software is not a complete Printer.

333 The term “Printer” in this document includes the software on the output device or server box aswell as

334 Notification software that isloca to or remote from the output device.

335 Appendix B describes this example in detail.

336 2.4 Extended Notification Recipient

337 The mode alows for an extended Notification Recipient thet is itsalf a Notification service that forwards each
338 Event Notification to another recipient. The client contacts this Notification Recipient to arrange for forwarding
339 by means outside the scope of this document. The Printer need not be aware that the Notification Recipient
340 forwards Event Notifications.

341 Appendix C describes this example in detail.

342 3 Terminology

343 This section defines terminology used throughout this document. Other terminology is defined in [RFC2911].
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344 3.1 Conformance Terminology

345 Capitdized terms, such asMUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY,

346 NEED NOT, and OPTIONAL, have specid meaning relaing to conformance to this specification. These
347 terms are defined in [RFC2911 section 13.1 on conformance terminology, most of which is taken from RFC
348 2119 [RFC2119]. See Appendix D for complete details.

349 Note: afeaturethat is OPTIONAL in this document becomes REQUIRED if the Printer implements a

350 Delivery Method that REQUIRES the feature

351 READ-ONLY - an adjective used in an attribute definition to indicate that an IPP Printer MUST NOT dlow
352 the attribute' s value to be modified with the Set- Job- Attributes or Set- Printer- Attributes operations (see
353 [ipp-<et]). Note: thereisno Set-Subscription operation so this term is not used for Subscription object
34 attributes.

355 3.2 Other Terminology

356 Adminigrator - A human user who establishes policy for and configures the print system.

357 Operator - A human user who carries out the policy established by the Administrator and controls the day to
358 day running of the print system.

359 PP Client (or client) - The software component (PDA, desktop, or server) that performs an | PP operation
360 directed at an |PP Printer (located in a server or output device).

361 Job Creation operation - One of the operations that creates a Job object: Print-Job, Print-URI and Create-
362 Job. The Validate-Job operation is not a Job Creation operation because no Job object is created.

363 Therefore, when a statement aso gppliesto the Vaidate- Job operation, it is mentioned explicitly.

364 Event - some occurrence (either expected or unexpected) within the printing system of a change of sate,
365 condition, or configuration of a Job or Printer object. An Event occurs only at one ingtant in time and
366 does not span the time the physical Event takes place. For example, jam-occurred and jam:-cleared are
367 two distinct, instantaneous Events, even though the jam may last for awhile.

368 Job Event — an Event caused by some change in a particular job on the Printer, e.g., job-completed.

369 Printer Event — an Event caused by some change in the Printer that is not specific to ajob, e.g., printer-
370 state-changed.

371 Subscribed Event — an Event that the Subscribing Client expresses interest in by making it avaue of the
372 “notify-events’ attribute on a Subscription Object.

373 Subscribed Job Event — a Subscribed Event that is a Job Event.

374 Subscribed Printer Event — a Subscribed Event that is a Printer Event.
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375 Event Notification - the informetion about an Event that the Printer sends when an Event occurs,

376 Notification Recipient - theentity to which the Printer sends an Event Notification.

377 Delivery Method - the mechanism by which the Printer ddivers the Event Natification, eg., viaemail or via
378 SNMP.

379 Delivery M ethod Document - a document, separate from this document, that defines a Ddlivery Method.
380 Compound Event Natification - two or more Event Notifications that a Printer sends together asa single
381 entity. The Ddivery Method Document specifies whether the Ddlivery Method supports Compound
382 Event Notifications.

383 Subscription Object - An object containing a set of attributes that indicate: the Notification Recipient, the
384 Delivery Method, the Subscribed Events that cause the Printer to send an Event Notification, and the
385 information to send in an Event Notification.

386 Per-Job Subscription Object - A Subscription Object that is associated with a single Job. The Create- Job-
387 Subscriptions operation and Job Creation operations create such an object.

388 Per-Printer Subscription Object - A Subscription Object that is associated with the Printer asawhole. The
389 Create- Printer- Subscriptions operation creates such an object.

390 Subscribing Client - The client that creates the Subscription Object.

391 Subscription Creation Operation - An operation that creates a Subscription Object: Job Creation

392 operations, Create- Job- Subscriptions operation, and Create- Printer- Subscriptions operation. In the
393 context of a Job Creation operation, a Subscription Creation Operation isthe part of the Job Creation
394 operation that creates a Subscription object.

395 Subscription Creation Request — The request portion of a Subscription Crestion Operation.

396 Subscription Template Attributes — Subscription Object attributes that a client can supply ina

397 Subscription Creation Operation and associated Printer Object attributes that specify supported and
398 default values for the Subscription Object attributes.

399 Subscription Description Attributes — Subscription Object attributes that a Printer supplies during a

400 Subscription Creation Operation.

401 Subscription Template Attributes Group — The attributes group in arequest that contains Subscription
402 Object attributes that are Subscription Template Attributes.

403 Subscription Attributes Group — The attributes group in a response that contains Subscription Object
404 attributes.
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405 Human Consumable Event Notification — localized text for human consumption only. Thereisno

406 standardized format and thus programs should not try to parse thistext.

407 Machine Consumable Event Notification - bytes for program consumption. The bytes are formatted

408 according to the Delivery Method document.

409 Printer — the software that supports an output device or print server (see IPP/1.1 [RFC2911] which uses the
410 terms Printer and Printer object interchangeably). This document extends the IPP/1.1 Printer definition to
411 include the software that implements Subscription Creation Operations and the sending of Event

412 Notifications, even if the software for such a Printer would be distributed across a network (see section
413 2.3).

414 Notification —when not in the phrases ' Event Notification’ and * Notification Recipient’ — the concepts of
415 this specification, i.e.,, Events, Subscription Objects, and Event Natifications.

416 4 Object Relationships

417 This section defines the object rel ationships between the Printer, Job, and Subscription Objects. It does not
418 define the implementation. For an illudiration of these relationships, see Appendix E.

419 4.1 Printer and Per-Printer Subscription Objects
420 1. A Printer object can be associated with zero or more Per-Printer Subscription Objects.
421 2. Each Per-Printer Subscription Object is associated with exactly one Printer object.

422 4.2 Printer, Job and Per-Job Subscription Objects

423 1. A Printer object is associated with zero or more Job objects.
424 2. Each Job object is associated with exactly one Printer object.
425 3. A Job object is associated with zero or more Per-Job Subscription Objects.
426 4. Each Per-Job Subscription Object is associated with exactly one Job object.

427 5 Subscription Object

428 A Subscribing Client creates a Subscription Object with a Subscription Creation Operation in order to

429 indicateitsinterest in certain Events. See section 11 for a description of these operations. When an Event
430 occurs, the Subscription Object specifies to the Printer where to send Event Natifications, how to send them
431 and what to put in them. See section 9 for details on the contents of an Event Notification.
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432 Using the IPP Job Template attributes as amode (see [RFC2911] section 4.2), the attributes of a

433 Subscription Object are divided into two categories. Subscription Template Attributes and Subscription

434 Description Attributes.

435 Subscription Template attributes are, in turn, like the Job Template attributes, divided into

436 1. Subscription Object attributes that a client can supply in a Subscription Creation Request and

437 2. their associated Printer Object attributes that specify supported and default values for the Subscription
438 Object attributes

439 The remainder of this section specifies genera rules for Subscription Template Attributes and describes each
440 attribute in a Subscription Object.

441 5.1 Rulesfor Support of Subscription Template Attributes

442 Subscription Template Attributes are fundamenta to the Notification model described in this specification. The
443 client supplies these attributes in Subscription Creation Operations and the Printer uses these attributes to

444 populate a newly created Subscription Object.

445 Subscription Objects attributes that are Subscription Template Attributes conform to the following rules

446 1. Each atribute s name starts with the prefix string “notify-" and this document cals such attributes

447 “natify-xxx".

448 2. For each “natify-xxx” Subscription Object atribute defined in column 1 of Table 1 in section 5.3,

449 Table 1 specifies corresponding Printer attributes: * notify-xxx-default”, “notify-xxx-supported”, “yyy-
450 supported” and * notify-max-xxx-supported” defined in column 2 of Table 1. Note “xxx” stands for the
451 same dring in each case and “yyy” stands for some other string.

452 3. If aPrinter supports “notify-xxx” in column 1 of Table 1, then the Printer MUST support al associated
453 attributes goecified in column 2 of Table 1. For example, Table 1 showsthat if the Printer supports
454 “natify-events’, it MUST support “ notify-events-default”, “ notify-events-supported” and * notify-max-
455 events-supported”.

456 4. If aPrinter does not support “notify-xxx” in column 1 of Table 1, then the Printer MUST NOT support
457 any associated “notify-yyy” attributes specified in column 2 of Table 1. For example, Table 1 shows
458 that if the Printer doesn’t support “notify-events’, it MUST NOT support “ notify-events-default”,

459 “natify-events-supported” and “notify-max-events-supported”. Note this rule does not apply to

460 attributes whose names do not start with the string “notify-" and are thus defined in another object and
461 used by other attributes.

462 5. Mog “notify-xxx” attributes have a corresponding “yyy-supported” attribute that specifiesthe

463 supported vaues for “notify-xxx”. Column 2 of Table 1 specifies the name of each “yyy-supported”
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464 attribute. The naming rules of IPP/1.1 (see [RFC2911]) are used when *yyy-supported” is* notify-xxx-
465 supported”.

466 6. Some*“notify-xxx” attributes have a corresponding “ notify-xxx-default” atribute that goecifies the vaue
467 for “natify-xxx” if the dient does not supply it. Column 2 of Table 1 specifies the name of each “notify-
468 xxx-default” attribute. The naming rules of IPP/1.1 (see [RFC2911]) are used.

469 If adient wishesto present an end user with alist of supported vaues from which to choose, the client

470 SHOULD query the Printer for its supported vaue attributes. The client SHOULD aso query the default

471 vaue dtributes. If the dlient then limits selectable vaues to only those values that are supported, the client can
472 guarantee that the values supplied by the client in the create request dl fall within the set of supported values a
473 the Printer. When querying the Printer, the client MAY enumerate each dtribute by name in the Get- Printer-
474 Attributes Request, or the client MAY just supply the ‘ subscription-template’ group name in order to get the
475 complete set of supported attributes (both supported and default attributes).

476 5.2 Rulesfor Processing Subscription Template Attributes

477 This section defines a detailed set of rules that a Printer follows when it processes Subscription Template

478 Attributesin a Subscription Crestion Request. These rulesfor are Smilar to the rulesfor processing Operation
479 atributesin [RFC2911]. That is, the Printer may or may not support an attribute and a client may or may not
480 supply the attribute. Some combinations of these cases are OK. Others return warnings or errors, and

4381 perhaps alist of unsupported attributes.

482 A Printer MUST implemert the following behavior for processing Subscription Template Attributesin a

483 Subscription Creation Request:

484 1. If adient suppliesa“notify-xxx” attribute from column 1 of Table 1 and the Printer supportsit and its
485 vaue, the Printer MUST populate the attribute on the created Subscription Object.

486 2. If adient suppliesa*”notify-xxx” atribute from column 1 of Table 1 and the Printer doesn't support it or
487 its vaue, the Printer MUST NOT populate the attribute on the created Subscription Object with it. The
488 Printer MUST do one of the following:

4389 a) If thevdue of the “notify-xxx” attribute is unsupported, the Printer MUST return the attribute with its
490 vaue in the Subscription Attributes Group of the response.

491 b) If “notify-xxx” isan unsupported attribute, the Printer MUST return the attribute in the Subscription
492 Attributes Group of the response with the * unsupported’ out- of-band vaue.

493 Note: Therules of this step are the same as for Unsupported Attributes [RFC2911] section 3.1.7. except
494 that the unsupported attributes are returned in the Subscription Attributes Group rather than the

495 Unsupported Attributes Group because Subscription Creation Operations can create more than one

496 Subscription Object).
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3.

6.

7.

8.

If adient is REQUIRED to supply a“notify-xxx” attribute from column 1 of Table 1 and the Printer
doesn't support the supplied vaue, the Printer MUST NOT create a Subscription Object. The rules for
Unsupported Attributes in step #2 ill gpply.

If aclient does not supply a*“notify-xxx" atribute from column 1 of Table 1 and the attribute is
REQUIRED for the client to supply, the Printer MUST re ect the Subscription Creation Operation
(including Job Creation operations) without creating a Subscription Object, and MUST return in the

response:;
c) thedatus code ‘client-error-bad-request’ AND
d) no Subscription Attribute Groups.

If aclient does not supply a*“notify-xxx" attribute from column 1 of Table 1 that is OPTIONAL for the
client to supply, and column 2 of Table 1 ether:

a) ecifiesa*notify-xxx-default” atribute, the Printer MUST behave asif the client had supplied the
“natify-xxx-default” attribute (see step #1) and populate the Subscription object with the value of the
“notify-xxx-default” attribute as part of the Subscription Cresation 