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STATUS OF TH'S MEMO

This docunment is an Internet-Draft. |Internet-Drafts are working
docunents of the Internet Engineering Task Force (I ETF), its areas,
and its working groups. Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts.

Internet-Drafts are draft docunents valid for a maxi nrum of six
nmont hs and may be updated, replaced, or obsol eted by other
docunents at any time. It is inappropriate to use Internet-Drafts
as reference material or to cite themother than as "work in
progress."

To learn the current status of any Internet-Draft, please check the
"lid-abstracts.txt" listing contained in the Internet-Drafts
Shadow directories on ftp.is.co.za (Africa), nic.nordu.net Europe),
munnari.oz.au (Pacific Rm, ds.internic.net (US East Coast), or
ftp.isi.edu (US West Coast).

ABSTRACT

Thi s docunment is one of a set of docunents, which together describe
all aspects of a new Internet Printing Protocol (IPP). [IPP is an
application | evel protocol that can be used for distributed
printing using Internet tools and technol ogies. The protocol is
heavily influenced by the printing nodel introduced in the Docunent
Printing Application (DPA) [1SOL0175] standard. Although DPA
specifies both end user and administrative features, |PP version
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Printing Protocol (this document) (informational)
Internet Printing Protocol/1.0: Mdel and Semantics [ PP-MOD]
Internet Printing Protocol/1.0: Encoding and Transport [IPP-PRCO
Mappi ng between LPD and I PP Protocols [IPP-LPD] (informational)

The design goal s docunent, "Design Goals for an Internet Printing
Protocol ", takes a broad | ook at distributed printing
functionality, and it enunerates real-life scenarios that help to
clarify the features that need to be included in a printing
protocol for the Internet. It identifies requirements for three
types of users: end users, operators, and admi nistrators. The
requi rements docunent calls out a subset of end user requirenents
that are satisfied in IPP/1.0. Operator and adm ni strator

requi rements are out of scope for version 1.0. This docunent,
"Rationale for the Structure and Mbdel and Protocol for

the Internet Printing Protocol", describes IPP froma high | eve
view, defines a road map for the various docunents that formthe
suite of |PP specifications, and gi ves background and rationale for
the | ETF working group's major decisions. The docunent, "Internet
Printing Protocol/1.0: Mdel and Semantics", describes a sinplified
nodel with abstract objects, their attributes, and their
operations. The nodel introduces a Printer and a Job. The Job
supports multiple docunents per Job. The nodel docunent al so
addresses how security, internationalization, and directory issues
are addressed. The protocol specification, "Internet Printing
Protocol /1. 0: Encoding and Transport”, is a formal mapping of the
abstract operations and attributes defined in the nodel docunent
onto HITP/1.1. The protocol specification defines the encoding
rules for a new Internet nmedia type called "application/ipp". The
"Mapping between LPD and | PP Protocol s" gives some advice to

i mpl enentors of gateways between | PP and LPD (Line Printer Daenon)
i mpl enent ati ons.

1. ARCHI TECTURAL OVERVI EW

The Internet Printing Protocol (I1PP) is an application |eve
protocol that can be used for distributed printing on the Internet.
Thi s protocol defines interactions between a client and a server.
The protocol allows a client to inquire about capabilities of a
printer, to submit print jobs and to inquire about and cancel print
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the capabilities of the Printer. This abstract Model is
hi erarchical in nature and reflects the structure of the Printer
and the Jobs that may be being processed by the Printer

The Internet provides a channel between the client and the
server/Printer. Use of this channel requires flattening and
sequenci ng the hierarchical Mdel data. Therefore, the |IPP al so
defines (in the Encodi ng and Transport docurent [|IPP-PRQ) an
encoding of the data in the nodel for transfer between the client
and server. This transfer of data nay be either a request or the
response to a request.

Finally, the I PP defines (in the Encodi ng and Transport docunent
[IPP-PRO ) a protocol for transferring the encoded request and
response data between the client and the server/Printer

An exanple of a typical interaction would be a request fromthe
client to create a print job. The client woul d assenbl e the Mde
data to be associated with that job, such as the name of the job,
the nedia to use, the nunber of pages to place on each nedia

i nstance, etc. This data woul d then be encoded according to the
Protocol and would be transmitted according to the Protocol. The
server/Printer would receive the encoded Mddel data, decode it into
a formunderstood by the server/Printer and, based on that data, do
one of two things: (1) accept the job or (2) reject the job. In

ei ther case, the server must construct a response in terns of the
Model data, encode that response according to the Protocol and
transmt that encoded Mbdel data as the response to the request
usi ng the Protocol .

Anot her part of the IPP architecture is the Directory Schena
described in the nodel document). The role of a Directory Schema is
to provide a standard set of attributes which mght be used to
query a directory service for the URl of a Printer that is likely
to meet the needs of the client. The IPP architecture also
addresses security issues such as control of access to
server/Printers and secure transm ssions of requests, response and
the data to be printed.

2. THE PRI NTER
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be an HTM./ HTTP server to allow direct user access to information
about the printer

3. RATI ONALE FOR THE MODEL

The Model [IPP-MOD] is defined i ndependently of any encodi ng of the
Model data both to support the likely uses of I1PP and to be robust
with respect to the possibility of alternate encodi ng.

It is expected that a client or server/Printer would represent

the Model data in sonme data structure within the
applications/servers that support |IPP. Therefore, the Mdel was
designed to make that representation straightforward. Typically a
parser or formatter would be used to convert fromor to the encoded
data format. Once in an internal formsuitable to a product, the
data can be mani pul ated by the product. For exanple, the data sent
with a Print Job can be used to control the processing of that
Print Job.

The semantics of I PP are attached to the (abstract) Mbdel
Therefore, the application/server is not dependent on the encodi ng
of the Mbdel data, and it is possible to consider alternative
nmechani sns and formats by which the data could be transmtted from
aclient to a server; for exanple, a server could have a direct,
client-less QU interface that m ght be used to accept some kinds
of Print Jobs. This independence would also allow a different
encodi ng and/ or transm ssion nechanismto be used if the ones
adopted here were shown to be overly limting in the future. Such a
change could be mgrated into new products as an alternate protoco
stack/ parser for the Mddel data.

Havi ng an abstract Mddel also allows the Mddel data to be aligned
with the (abstract) nodel used in the Printer [RFC1759], Job and
Host Resources M Bs. This provides consistency in interpretation of
t he data obtai ned i ndependently of how the data is accessed,

whet her via I PP or via SNVWP [ RFC1905, RFC1906] and the Printer/Job
M Bs.

There is one aspect of the Mddel that deserves sone extra
expl anation. There are two ways for identifying a Job object: (a)
with a Job URI and (b) using a conbination of the Printer URI and a
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submitted. In order to allow both types of client access to Jobs
(either by Job URI or by nuneric Job I1D), when the Printer object
successful ly processes a create request and creates a new Job, the
Printer object SHALL generate both a Job URI and a Job ID for the
new Job object. This requirement allows all clients to access
Printer objects and Job objects independent of any | ocal
constraints inposed on the client inplenmentation

4. RATI ONALE FOR THE PROTOCCL

There are two parts to the Protocol: (1) the encoding of the Mde
data and (2) the nechanismfor transmtting the nodel data between
client and server.

4.1 The Encodi ng

To make it sinpler to devel op enbedded printers, a very sinple

bi nary encodi ng has been chosen. This encoding is adequate to
represent the kinds of data that occur within the Mdel. It has a
simple structure consisting of sequences of attributes. Each
attribute has a name, prefixed by a nane | ength, and a value. The
nanes are strings constrained to characters froma subset of ASCII.
The val ues are either scalars or a sequence of scalars. Each scal ar
value has a length specification and a val ue tag which

i ndi cates the type of the value. The value type has two parts: a
maj or class part, such as integer or string, and a m nor class part
whi ch di stingui shes the usage of the major class, such as dateTi ne
string. Tagging of the values with type information allows for

i ntroduci ng new val ue types at sone future tine.

A fully encoded request/response has a version nunber, an operation
(for a request) or a status and optionally a status nmessage (for a
response), associ ated paraneters and attri butes which are encoded
Model data and, optionally (for a request), print data foll ow ng

t he Model dat a.

4.2 The Transm ssi on Mechani sm
The chosen mechanismfor transmtting the encoded Mbdel data is

HTTP 1.1 Post (and associ ated response). No nodifications to HITP
1.1 are proposed or required. The sole role of the Transm ssion
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1. HITP 1.0 is already wi dely depl oyed and, based on the
recent evidence, HITP 1.1 is being w dely depl oyed as the
manuf acturers rel ease new products. The performance benefits
of HTTP 1.1 have been shown and nmanufactures are reacting
positively.

W de depl oynent has neant that many of the problens of naking
a protocol work in a wide range of environments from |l ocal net
to Intranet to Internet have been solved and will stay sol ved
with HTTP 1.1 depl oynent.

2. HTTP 1.1 solves nost of the problens that m ght have
required a new protocol to be devel oped. HTTP 1.1 all ows
persi stent connections that make a nmulti-nessage protocol be
nore efficient; for exanple it is practical to have separate
Create-Job and Send- Document nessages. Chunking all ows the
transm ssion of large print files without having to pre-scan
the file to determne the file |l ength. The accept headers
allowthe client's protocol and |ocalization desires to be
transmtted with the | PP operations and data. If the Mde
were to provide for the redirection of Job requests, such as
Cancel - Job, when a Job is noved, the HITP redirect response
allows a client to be informed when a Job he is interested in
is noved to another server/Printer for any reason

3. Most network Printers will be inplenenting HTTP servers for
reasons other than | PP. These network attached Printers want
to provide information on how to use the printer, its current
state, HELP information, etc. in HTM.. This requires having an
HTTP server which would be available to do I PP functions as
wel | .

4. Most of the conplexity of HITP 1.1 is concerned with the
i mpl enentati on of HITP proxies and not the inplenentation of
HTTP clients and/or servers. Wrk is proceeding in the HITP
Working Group to help identify what nust be done by a server
As the Encodi ng and Transport docunent shows, that is not
very much.

5. HITP inpl ementati ons provide support for handling URLs that
woul d have to be provided if a new protocol were defined.
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headers, intent-types (via Internet Media Types) and error
codes have wi de acceptance and a useful set of definitions and
nmet hods for extension.

8. Although not strictly a reason why | PP should use HITP as
the transm ssion protocol, it is extrenely hel pful that there
are many prototyping tools that work with HITP and that CG
scripts can be used to test and debug parts of the protocol

9. Finally, the POST method was chosen to carry the print data
because its usage for data transm ssion has been established,
it works and the results are available via Cd scripts or
servlets. Creating a new nmethod woul d have better identified
the intended use of the PCSTed data, but a new nethod would be
nore difficult to deploy. Assigning a new default port for

| PP provided the necessary identification with mnimal inpact
toinstalled infrastructure, so was chosen i nstead.

5. RATI ONALE FOR THE DI RECTORY SCHENA

Successful use of |1 PP depends on the client finding a suitable |IPP
enabled Printer to which to send a | PP requests, such as print a
job. This task is sinplified if there is a Directory Service which
can be queried for a suitable Printer. The purpose of the Directory
Schema is to have a standard description of Printer attributes that
can be associated the URI for the printer. These attributes are a
subset of the Moddel attributes and can be encoded in the
appropriate query syntax for the Directory Service being used by
the client.

6. RATI ONALE FOR SECURI TY

Security is an areas of active work on the Internet. Conplete
solutions to a wide range of security concerns are not yet
avai l able. Therefore, in the design of IPP, the focus has been on
identifying a set of security protocols/features that are

i npl enented (or currently inplenmentable) and sol ve real problens
with distributed printing. The two areas that seem appropriate to
support are: (1) authorization to use a Printer and (2) secure
interaction with a printer. The chosen nechani sns are the digest
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Thi s docurment and translations of it may be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain
it or assist inits inplementation may be prepared, copied,
publ i shed and distributed, in whole or in part, w thout restriction
of any kind, provided that the above copyright notice and this

par agraph are included on all such copies and derivative worKks.
However, this docunent itself may not be nodified in any way, such
as by renoving the copyright notice or references to the Internet
Soci ety or other Internet organizations, except as needed for the
pur pose of devel oping Internet standards in which case the
procedures for copyrights defined in the Internet Standards process
must be followed, or as required to translate it into | anguages

ot her than English. The Iimted perm ssions granted above are
perpetual and will not be revoked by the Internet Society or its
successors or assigns.

Thi s docurment and the information contained herein is provided on

an "AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET

ENG NEERI NG TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPGCSE.
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