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Meeting was called to order at approximately 9:00 am local May 17, 2018. 

Attendees –  

Aveek Basu Lexmark 

Danny Brennan IBM 

Graydon Dodson* Lexmark 

Zdenek Dohnal* Redhat 

Gyaneshwar Gupta  Oki Data 

Till Kamppeter Canonical 

Sean Kau Google 

Smith Kennedy HP Inc. 

Jeremy Lieber Lexmark 

Ira McDonald High North 

Brian Smithson Ricoh 

Alan Sukert* Xerox 

Michael Sweet Apple 

Bill Wagner TIC 

Rick Yardumian Canon 

*Virtual Attendee 

Agenda Items  

Note: Meeting slides are available at http://ftp.pwg.org/pub/pwg/ids/Presentation/2018-05-17-IDS-

F2F.pdf.   

1. Minute Taker 

• Alan Sukert taking the minutes 

2. Agenda: 

• Introductions, Agenda Review, Status 

• Review the results of the Apr 25th and May 8th Hardcopy Device (HCD) Technical Committee 

(TC) Meeting 

• Wrap-Up / Next Steps 

3. Went through the PWG Intellectual Property policy. 

4. Reviewed the outcomes from the latest two HCD TC Meeting held on Apr 25th and May 8th, 2017. The 

meeting slides provide a summary of the results from the two meetings. 

There was general agreement with the recommendations as to what changes should go into the 

planned Version 1.1 “minor” update to the HCD Protection Profile (PP) that is planned for November 

2018, and what changes should go into the next major update to the HCD PP. Those present at the 

meeting supported the consensus of the HCD TC that the TC’s next step should be to get the 

Common Criteria Development Board to approve the formation of a HCD international TC (iTC) from 

the HCD TC so that the next major update to the HCD PP would be an HCD collaborative PP (cPP).  

The following points were also made as part of the discussion: 
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• Bill Wagner asked a good question about process for the HCD PP Version 1.1 update and what 
will go into that update. In general, we only want minor changes (e.g., no new Security Functional 
Requirements (SFRs)) in this update, although the proposed change to make an optional SFR a 
mandatory SFR may not be considered a “minor” change in this context. We also really need a 
more formalized process for integrating the NIAP Technical Decisions into updates to the PP.  

• Bill Wagner's question about scope/impact versus dot- or major-release was a good one. In the 
case of FAU_STG I think it is a correction of requirements, not a requirement that vendors aren't 
already meeting, but it does add some documentation and an assurance activity, so it's still work 
considering this sort of thing. It's something we can keep in mind during the HCD PP v1.1 update 
but something we might want to codify in either the iTC Terms of Reference or a Printer 
Interpretation Team (PIT) policy. 

• The issue of TLS1.0, TLS1.1, and SHA1 may be worth looking at and perhaps 
leveraging/referring to the RFC about deprecating those three items. One of the proposals that 
was agreed should go into Version 1.1 is to delete the requirement to support TLS 1.0. Some 
thought that should be expanded to also delete the requirement to support TLS 1.1; there was no 
consensus on that request, however. 

• The IETF "Using TLS in Applications (uta)" working group has an interesting wiki, here's the 

document page: https://datatracker.ietf.org/wg/uta/documents/. We might be able to use some of 

this, if nothing else, to argue against the nastier parts of a NIAP TLS package.  

Wrap Up  

• We will schedule a future IDS Conference Call sometime in June/July 2018 to review the draft HCD 

PP Version 1.1.  

• We will also have at least a 1-hour IDS session at the August 2018 PWG Virtual F2F to review the 

status of HCD PP Version 1.1.  

 

The meeting was adjourned at approximately 10:15 am local on May 17, 2018. 
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